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DATE:           

[Insert Date]

TO:               

Associate Director for Administration, DIRP, NIMH                 



FROM:           

[Insert Name of Requestor]

SUBJECT:     

Request for Administrator Rights

This is a request for Administrator Rights for [Insert Name]

 [Insert Justification for request]

[Insert additional justification if applicable]

Sincerely,

[Signature of Requestor]

[Print first and last name of Requestor]

Administrative Rights Policy

It is the policy of the NIMH/SIT computer support staff that employees be given ‘Power

User’ rights and not ‘Administrative’ rights. To understand the reason why, we will begin with basic definitions.

Administrators

Clients with Administrative rights are part of the Administrator User Group. Members of the Administrator group have total control over the computer and everything on it.

Administrators Can:

• Create, modify, and access local user accounts

• Install new hardware and software

• Upgrade the operating system

• Back up the system and files

• Claim ownership of files that have become damaged

• Do anything a Power User can

Power Users

Clients with Power User rights are part of the Power User Group. Power Users can perform any task except for those reserved for Administrators. They are allowed to carry out functions that will not directly affect the operating system or risk security.

Power Users Can:

• Create local user accounts

• Modify user accounts which they have created

• Change user permissions on users, power users, and guests

• Install and run applications that do not affect the operating system

• Customize settings and resources on the Control Panel, such as Printers, Date/Time, and Power Options

• Do anything a User can

Power Users Cannot:

• Access other users' data without permission

• Delete or modify user accounts they did not create

The main difference between the Administrator and Power User Group is that Power

Users are limited in their ability to modify the operating system. Novice users are prone to make mistakes. These mistakes could include installing incompatible software; allowing the loading of spy ware, mal-ware, parasite-ware and Trojan programs; allowing viruses and worms to infect the system; or deleting critical system files. These actions have a negative impact on computer performance; specifically they destabilize the computer and make it unreliable for use. When this occurs valuable time and resources are wasted for both the employee and our support staff while the computer is being assessed, cleaned and repaired. Loss of valuable data may also occur.

The limited rights of a Power User protect the computer from accidental damage. We recognize that Power User status may hinder an employee’s ability to perform certain actions (i.e. software installations and updates). However we feel this is an acceptable trade-off. It is true that some of our employees are experienced users and prefer to administer their own machines. For these employees we have available a consent form which they can have signed by their Branch/Section/Lab chief. In essence it lists conditions that will apply if the employee wishes to take complete control of their computer. The conditions are listed below:

• as administrator, it is the client’s responsibility to update and maintain all Antivirus programs, security patches, Anti-spyware signatures to make sure the computer is protected from all infections;

• as administrator, it is the client’s responsibility to self-monitor Internet use and make sure that accidental installation of mal-wares do not occur;

• as administrator, it is up to the client to insure that illegal/pirated software is

NOT installed on the computer – should computer support detect such activities, the client will be investigated and all relevant information turned over to the proper authorities;

• as administrator, it is the client’s responsibility to make sure that all security loop holes (such as unprotected file shares) do not exist, and that the computers are not vulnerable to hackers (both internal and external);

• as administrator, it is the client’s responsibility to make sure all software is fully compatible with the operating system BEFORE installation – thus preventing system file over-writes that will corrupt the operating system;

• as administrator, it is the responsibility of the client to backup all critical data (burned to CD, saved to floppy/zip disks, or stored on server);

• as administrator, the client is the initial and primary person responsible for the repair of damaged computers (both hardware and software – with limited exceptions).

NIMH/SIT support will only do the following should you require service – we will wipe your machine clean and reload software so that the machine is restored to its initial state. There is limited/no data recovery. There is no diagnosis and repair work done on the machine other than a clean wipe. Additionally, if a client is a ‘repeat offender’, we reserve the right to remove Administrator rights and demote the client back to Power User status.

NIMH – Section on Information Technology

ADMINISTRATOR RIGHTS REQUEST FORM

Administrator Rights Agreement

I recognize that my use of government equipment is a privilege and that abuse of said equipment is grounds for termination of that privilege. I will use the equipment for legitimate government business only, and not for commercial or personal projects. I recognize my responsibilities to my fellow users and will not engage in any activity which would be detrimental to the system or the data it contains. I understand that I will be held responsible for unauthorized use of the equipment, and will protect the machine from unauthorized use and damage. I agree to be responsible for any loss or damage to said equipment.

By signing this document, I declare that I have read the NIMH SIT Administrator Rights policy, and agree to abide by its rules. I understand that I am responsible for the maintenance and proper function of the equipment. I also agree that SIT can revoke my privileges, if deemed necessary. My signature on this document means that I have read this policy and agree to the terms listed.

Name of User Requesting Administrative Rights: _____________________________

Computer Name/NIH property number: _____________________________

Institute/Lab: _____________________________

Office address: _____________________________

Title: ____________________________

Phone: _____________Fax:____________

Signature: _________________________ Date: _____________________

Section/Branch Chief

Signature: _________________________ Date: _____________________

SIT Authorization

Signature: _________________________ Date: _____________________

Return to:

Section on Information Technology

10/ 3D-38

Bethesda, MD 20894

301-402-1794

301-402-5887 (fax)
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